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Note: You may choose to leave the contents in the original form or to adapt the contents to meet your specific style.  

These checklists, policies and forms may or may not conform with Federal, State and Local laws, rules and regulations and are not offered here as a substitute for proper legal, accounting or other professional advice for specific situations.

Prior to implementing any of these suggestions, policies or procedures, you should seek professional counsel with your attorney, accountant and/or the appropriate governing or licensing board or any other applicable government body for a full understanding of all appropriate laws, rules, procedures or practices pertaining to your healthcare discipline or business activities.

Preventing  Embezzlement  In Your Dental Office
Steps you can take:
1. Be involved with your front office.  The more employees believe they will be caught, the less likely they are to steal.

2. Have monthly bank statements mailed to your home address.

3. Open the monthly statement yourself. Check:

· Who the checks are written to; do you know all of them?

· Duplicate payments; are any vendors or other people being paid more than once a month?

· Payroll checks; are there the correct number of checks?  No employee has received any extra checks?

· Check endorsements on back. Were they endorsed by the same person or vendor that the check is written to?

· Bank charges; any fees for overdrafts, returned checks, late payments, or anything else you don't recognize?

· Debits to your accounts.  Are there any electronic debits or transfers that you don't recognize?

· Automatic monthly payments; do you recognize every payment that is listed?

4. Checking account:

· The dentist should personally review and sign all checks.

· Outgoing checks being presented for signature should have attached invoice, statement, receipt, or other supporting documentation.

· Make sure you recognize each vendor, and know why you are writing them a check.

· Use checks that are professionally printed, and include multiple security features.

· Inspect checkbook, looking at numbers, to make sure no checks have been removed from the back of the stack.

· Keep all voided checks so all check numbers can be accounted for.

5. Never use a signature stamp for any reason.  They should not be in the office.

6. Review lab bills. Does each charge match up with a lab case invoice? Do you know all the patient names on it? Do the billed amounts look right?

7. Review phone bill details.  Look at every call.  Look at call lengths.  Look for phone numbers that show up multiple times.

8. Do not have any staff open your own mail.  Insist that it is delivered to your desk unopened.

9. Always look at monthly credit card statements. Make sure you recognize each and every charge.

10. If you give your credit card information to a trusted employee, make sure that they understand that it is still to be used only with your permission every time.

11. When payment checks are received in the mail, they should immediately be stamped with the bank deposit stamp.

12. Check the "For Deposit Only" bank stamps. Make sure the account numbers are correct on every stamp.

13. Separation of financial duties:

· Don't have the same person who writes the checks also do the bank statement reconciliation.  Have those duties done by different people.

· Have the bank deposit made by someone other than the person who is posting the payments.

14. Make bank deposit every day, no matter how small it is. The dentist should personally make the deposit.

15. Cross-train employees.  Don't have bookkeeping, financial, accounting, or insurance duties that only one person can do, and nobody else knows how to do.

16. Have a written routine for processing cash payments.  Keep a 2-part or 3-part NCR Cash Payment Receipt Book (available at any office supply store).  Fill one out for every single cash payment, even if the patient doesn't want a receipt. Regularly review the book to make sure a payment entry was made on the computer that corresponds to every single receipt.

17. Do random audits of your petty cash box, and your change box.  Make sure all the money is accounted for.

18. Hiring new employees:

· Run a background check, including criminal and credit check, on all potential employees before hiring them. Be sure to have them sign an authorization for this.

· When considering a new employee for hire, always check previous employers.  Speak to them personally.  Confirm facts on the application. Ask about reason for termination, ability to work with others, absent days, job titles and duties, performance level. Ask them the open-ended question "If you had the opportunity, would you hire them back?".  Their response can be very revealing.

· Check references.

19. If you haven't already done so, consider running a check on current employees also. Embezzlement is not limited to only new employees.

20. Don't get overly comfortable with an employee just because they have been employed by you for a long time.

21. Have a comprehensive written Office Policy Manual.  Include sections on:

· How to track work hours - If time clock is used, no employee is allowed to clock in or out for another employee.

· Passwords - must never be revealed to other employees.

· Forms that new employees must complete - include Consent for Identity and Background Screening.

· Office Property - Supplies and equipment are not for personal use.

· Computers - Are for business use only.

· Petty cash, change fund - Never to be used for personal purposes.

· Keys - are not to be duplicated or given to others; must be returned upon employment termination before final paycheck is given.

· Zero tolerance for theft of any kind.

· Employment Termination - List of examples which may result in immediate termination. Include false information or misrepresentation; breach of confidentiality; theft or dishonesty; conviction of a felony; misuse of office funds, equipment, computers, or telephone; punching time clock for another employee; drug or alcohol abuse.

· After-hours and overtime policy.

22. Have limits on staff coming in to work after hours.

23. Insist the bookkeeper take some vacation time; examine the records yourself during this time.  Have other employees take over the duties rather than allowing the bookkeeping work to wait until the employee returns.

24. Have your accountant do some investigation for embezzlement and fraud.  This is NOT a part of their regular services; don't assume that they are keeping an eye on this for you.

25. Ask your accountant how you could improve your particular office to make it more embezzlement-resistant.

26. Do random chart audits.  Pull charts of patients who were recently seen. Make sure the treatment performed has been correctly posted to that patient's account.  While you have the patient's account in front of you, look for any credits posted.  Then check the bank deposit to make sure their payment went to the bank.

27. Make sure your employees see you actually reviewing your office records. When they actually see you analyzing the books, they will know that you are involved, and keeping an eye on things.

28. Do not get directly involved with an employee's personal finances.  Do not give an employee a loan.  Do not co-sign on any loans or legal papers.

29. Check your inventory.  Are supplies disappearing faster than they should during normal patient care?

30. Personally look into patient complaints that they have not received credit for payments, or have had other billing mistakes.

31. Listen to employees.  If they comment that there are mistakes being made, or something isn't being done properly, investigate it.

32. When employment is terminated, immediately change the person's passwords in the practice management software, time clock, and office alarm system.  Arrange for a locksmith to be at the office before you leave that day, and change the locks.

33. Look for trends over time.

· Increasing number or amounts of adjustments, write-offs.

· Decreasing cash deposits.

· Increasing patient complaints about errors.

· Increase in general problems, like missing charts, missing insurance claims, missing checks.

34. Lead by example.  Anything that you do, your staff will assume is okay for them also.

· Don't use office supplies or equipment for personal use.

· Don't bend the tax rules

· Don't dip into petty cash for non-business use
We gratefully acknowledge Dr. Randall Otterholt for allowing us to use his copyrighted work.










